
Policy Overview

The reasons for the Policy:

· All patients can expect that their personal information will not be disclosed without their permission (except in the most exceptional circumstances when disclosure is required when somebody is at grave risk of serious harm).

· All information held at the Practice about patients is confidential, whether held electronically or in hard copy;

· Other information about the Practice (e.g. staff records and financial matters) is confidential;

· Staff will, by necessity, have access to such confidential information from time to time.

Applicability

The policy applies to all Practice Employees and Partners, and also applies to other people who work at the Practice e.g. locum GPs, non-employed nursing staff, temporary staff and contractors (referred to as “Staff” throughout this document).

Procedure

The terms of the Policy:

· Staff must regard all patient information as confidential and must not, under any circumstances, disclose patient information to anyone outside the Practice, except to other health professionals on a need to know basis, or where the patient has provided written consent.

· Staff must not, under any circumstances, disclose other confidential information about the Practice to anyone outside the Practice, unless with the express consent of the Practice Manager / one of the Partners.

· Staff should limit any discussion about confidential information only to those who need to know within the Practice.

· Staff must be aware of and conform to the requirements of the Caldicott recommendations (attached).

· Electronic transfer of any confidential information, once approved by the  Practice Manager / one of the Partners, must be transmitted appropriately.

· Staff must take particular care that confidential information is not transmitted in error by email, fax or over the Internet.

· Staff who suspect a breach of confidentiality must inform the Practice Manager immediately who will investigate the matter further.

· Any breach of confidentiality will be considered as a serious disciplinary offence and may lead to dismissal.

· Staff remain bound by the requirement to keep information confidential, even when they are no longer employed at the Practice.

All Staff will be required to sign the Practices Confidentiality Statement, as detailed on page 4 of this document.


Introduction

The Caldicott Report was published in December 1997 and is about the use of patient-identifiable information.  The report found that the confidentiality and security of patient data was variable across the NHS.  The report set out a list of principles for dealing with patient-identifiable information.

Principles

· Justify the purposes – Every proposed use or transfer of patient identifiable information within or from the practice should be clearly defined and regularly reviewed.

· Don’t use patient identifiable information unless it is absolutely necessary – Patient-identifiable information should not be included unless it is absolutely necessary.  The need for patients to be identified should be considered at each stage.

· Use the minimum necessary patient-identifiable information – Where use of patient-identifiable information is considered to be essential, the inclusion of each individual item of information should be considered and justified so that the minimum amount of identifiable information is transferred or accessible and is necessary for a given function to be carried out ie. Can just an NHS number be used or surname and date of birth?

· Access to patient-identifiable information should be on a strictly need-to-know basis – only those individuals who need access to patient-identifiable information should have access to it and they should only have access to the information items that they need to see.  

· Everyone with access to patient-identifiable information should be aware of their responsibilities – Action should be taken to ensure that those handling patient-identifiable information – both clinical and non-clinical staff – are made aware of their responsibilities and obligations to respect patient confidentiality.

Implications for staff

· All staff have a legal duty to keep information confidential.  Breaching confidentiality is a serious disciplinary offence.   This is treated as Gross Misconduct and can result in instant dismissal.

· Be conscious when talking to patients face-to-face or over the telephone that the conversation cannot be overheard by other patients.

· Patient results or correspondence should not be left on view during periods of absence from workstation.

· Computer systems should not be active during long periods of absence from workstation and should, therefore, be logged off.   

· Any request for patient information that comes from outside of the NHS (ie. Insurance companies, solicitors etc)  MUST be accompanied by the patient’s written consent.

Staff Confidentiality Agreement

I understand that all information about patients held by Red Roofs Surgery is strictly confidential.

I will abide by the terms of the Confidentiality Policy.

I have read the Confidentiality Policy and fully understand my obligations and the consequences of any breach of confidentiality. 

I understand that a breach of these obligations may result in dismissal.

I understand that any breach, or suspected breach, of confidentiality by me after I have left the surgery will be passed to the Practice’s lawyers for action.

If I hold a professional qualification and my right to Practice depends on that qualification being registered with a governing body, it is my responsibility to have read and understood their advice on confidentiality.

Name: 
_________________________________________

Signature: 
_________________________________________

Witnessed by
_________________________________________

Name of witness
_________________________________________

Date:
_________________________________________




SUMMARY OF CALDICOTT RECOMMENDATIONS
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